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DETAILED ACTION 

1 . Applicant's arguments filed November 21 , 2005, have been fully considered but 
they are not persuasive. 

2. Claims 1-16 are pending and have been examined. 

Response to Amendment 

3. Applicant has not filed a certified copy of application 10110049.3, filed in 
Germany, as required by 35 U.S.C. 119(b). 

4. The objections to the specification are not withdrawn. 

5. The rejections under 35 USC § 101 are not withdrawn. 

6. Kawano et al. (US Patent 5,995,623, hereinafter Kawano) teach encrypting 
information to be transmitted so that no byte-wise allocation between input and output 
data occurs (hashing). Kawano selects pieces of information to be encrypted, thus 
provides the architecture to perform the claimed invention. 

7. Furthermore, stream ciphers applied to a "complete stream" were conventional 
and well known, as it was to apply hash functions to the encrypted content (Menezes et 
al., chapter 9, hereinafter Menezes). 

Priority 

8. Acknowledgment is made of applicant's claim for foreign priority based on an 
application filed in Germany on March 2, 2001. It is noted, however, that applicant has 
not filed a certified copy of the 10110049.3 application as required by 35 U.S.C. 119(b). 
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Specification 

9. The disclosure is objected to because of the following informalities: "ASIC" (page 
4, line 9), "EEPROMs", "CD ROMs" (page 4, line 12). While well known in the art, these 
terms have not been defined. 

10. The specification is objected to as failing to provide proper antecedent basis for 
the claimed subject matter. See 37 CFR 1.75(d)(1) and MPEP § 608.01 (o). Correction 
of the following is required: "byte-wise allocation between input and output data occurs" 
(claims 1, 7, 11, 13, 15-16). It is not clear what a "byte-wise allocation between input 
and output data occurs" is, the specification does not define what "byte-wise allocation" 
is and examiner cannot determine what it is. 

1 1 . The specification is objected to as failing to provide proper antecedent basis for 
the claimed subject matter. See 37 CFR 1.75(d)(1) and MPEP § 608.01 (o). Correction 
of the following is required: "a program code arrangement" (claims 15-16). It is not clear 
what a "program code arrangement" is, the specification does not limit the program 
code to a functional version of the code, but could include non-functional versions of the 
code. 

Claim Rejections - 35 USC §112 

12. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

13. Claims 1 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 
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Claim 1 recites the limitation "transmitting/decrypting the encrypted data". There 
is insufficient antecedent basis for these limitations in the claim. 

Claim Rejections - 35 USC § 101 

14. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

15. Claims 11-16 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. 

Claims 1 1 and 13 state "a computer program for execution"; a computer program 
is considered non-statutory subject matter according to the MPEP, 2106, paragraph 
IV.B: 

"Since a computer program is merely a set of instructions capable of being executed by a 
computer, the computer program itself is not a process and Office personnel should treat a claim for a 
computer program, without the computer-readable medium needed to realize the computer program's 
functionality, as nonstatutory functional descriptive material. When a computer program is claimed in a 
process where the computer is executing the computer pro-gram's instructions, Office personnel should 
treat the claim as a process claim. See paragraph IV.B.2(b), below. When a computer program is recited 
in conjunction with a physical structure, such as a computer memory, Office personnel should treat the 
claim as a product claim. See paragraph IV.B.2(a), below". 

Additionally, Applicant has used the phrase "program code arrangement for" in 
what appears to be an effort to distinguish from "program code for." Since the 
specification fails to provide a description of Applicant's intent for the word 
"arrangement," it would have been reasonably interpreted by one of ordinary skill in the 
art to be intended to cover something broader than a functional version of the program 
code itself. Thus, it is believed to cover a non-functional descriptive material version of 
the code and additionally be non-statutory based on that rationale. 
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Dependent claims 12 and 14 fail to resolve the deficiencies of the claim from 
which they depend and are rejected based on their dependency from claim 1 1 . 

Claims 15-16 state "computer readable medium, comprising a program code 
arrangement". Since it is unclear what a "program code arrangement" is intended to 
cover, and a program code arrangement is believed to reasonably be interpreted as not 
being the code itself, but to include a non-executable and thus non-functional 
descriptive material version of the code for the reasons above, these claims are not 
believed to be limited to statutory embodiments. 

16. To expedite a complete examination of the application, the claims rejected under 
35 U.S.C. 101 (non-statutory) above are further rejected as set forth below in 
anticipation of applicant amending these claims to place them within the four statutory 
categories of invention. 

Claim Rejections - 35 USC § 103 

17. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

18. Claims 1-4 and 6-16 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kawano, and further in view of Menezes. 

Regarding claim 1, Kawano teaches encrypting data to be transmitted in a 
programming unit using a first key, wherein a byte by byte encryption of the complete 
stream of data is capable of being performed, and wherein no byte-wise allocation 
between input and output data occurs (column 17, lines 1-67); transmitting the 
encrypted data to the control unit via a data line (column 17, lines 1-67); and decrypting 
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the encrypted data in the control unit using a second key provided in the control unit 
(column 16, lines 1-67, column 17, lines 1-67). Kawano does not expressly disclose 
encrypting a complete stream of data. However, Menezes teaches encrypting a 
complete stream of data (sections 9.1, 9.3, and 9.5-9.6). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to 
encrypt the complete stream of data on the system of Kawano. One of ordinary skill in 
the art would have been motivated to perform such a modification to increase security 
and provide for message authentication (Menezes, section 9.1). 

Regarding claim 7, Kawano teaches a programming unit in which a first key is 
provided (column 17, lines 1-67); a control unit in which a second key is provided 
(column 17, lines 1-67); and a data line coupled to the programming unit and the control 
unit for transmitting encrypted data, the encrypted data being an encryption of a stream 
of data, wherein no byte-wise allocation between input and output data occurs (column 
16, lines 1-67, column 17, lines 1-67); Kawano does not expressly disclose encrypting a 
complete stream of data. However, Menezes teaches encrypting a complete stream of 
data (sections 9.1, 9.3, and 9.5-9.6). Therefore, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to encrypt the 
complete stream of data on the system of Kawano. One of ordinary skill in the art would 
have been motivated to perform such a modification to increase security and provide for 
message authentication (Menezes, section 9.1). 

Regarding claim 11, Kawano teaches a program code arrangement for 
performing an encryption of a stream of data in accordance with a table and a hash 
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function, wherein a byte by byte encryption of the complete stream of data is capable of 
being performed, and wherein no byte-wise allocation between input and output data 
occurs (column 15, lines 1-67, column 16, lines 1-67, column 17, lines 1-67). Kawano 
does not expressly disclose encrypting a complete stream of data. However, Menezes 
teaches encrypting a complete stream of data (sections 9.1, 9.3, and 9.5-9.6). 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to encrypt the complete stream of data on the system of 
Kawano. One of ordinary skill in the art would have been motivated to perform such a 
modification to increase security and provide for message authentication (Menezes, 
section 9.1). 

Regarding claim 13, Kawano teaches a program code arrangement for 
performing a decryption of a stream of data in accordance with a table and a hash 
function wherein a byte by byte decryption of the complete stream of data is capable of 
being performed, and wherein no byte-wise allocation between input and output data 
occurs (column 15, lines 1-67, column 16, lines 1-67, column 17, lines 1-67). Kawano 
does not expressly disclose decrypting a complete stream of data. However, Menezes 
teaches decrypting a complete stream of data (sections 9.1, 9.3, and 9.5-9.6). 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to encrypt the complete stream of data on the system of 
Kawano. One of ordinary skill in the art would have been motivated to perform such a 
modification to increase security and provide for message authentication (Menezes, 
section 9.1). 
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Regarding claim 15, Kawano teaches a program code arrangement for 
performing an encryption of a stream of data in accordance with a table and a hash 
function, wherein a byte by byte encryption of the complete stream of data is capable of 
being performed, and wherein no byte-wise allocation between input and output data 
occurs (column 15, lines 1-67, column 16, lines 1-67, column 17, lines 1-67). Kawano 
does not expressly disclose encrypting a complete stream of data. However, Menezes 
teaches encrypting a complete stream of data (sections 9.1, 9.3, and 9.5-9.6). 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to encrypt the complete stream of data on the system of 
Kawano. One of ordinary skill in the art would have been motivated to perform such a 
modification to increase security and provide for message authentication (Menezes, 
section 9.1). 

Regarding claim 16, Kawano teaches a program code arrangement for 
performing a decryption of a stream of data in accordance with a table and a hash 
functions wherein a byte by byte decryption of the complete stream of data is capable of 
being performed, and wherein no byte-wise allocation between input and output data 
occurs (column 15, lines 1-67, column 16, lines 1-67, column 17, lines 1-67). Kawano 
does not expressly disclose decrypting a complete stream of data. However, Menezes 
teaches encrypting a complete stream of data (sections 9.1, 9.3, and 9.5-9.6). 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to encrypt the complete stream of data on the system of 
Kawano. One of ordinary skill in the art would have been motivated to perform such a 
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modification to increase security and provide for message authentication (Menezes, 
section 9.1). 

Regarding claims 2 and 8, the combination of Kawano and Menezes teaches 
wherein the first key and the second key are identical (Kawano, columns 17, lines 10- 
67, column 18, lines 1-25). 

Regarding claims 3 and 9, the combination of Kawano and Menezes teaches 
wherein the first key and the second key are not identical (Kawano, columns 17, lines 1- 
67, column 18, lines 1-67) and Menezes (sections 9.1, 9.3, and 9.5-9.6). 

Regarding claim 4, the combination of Kawano and Menezes teaches wherein 
each one of the first key and the second key includes a table that is accessed by a hash 
function (Kawano, column 15, lines 1-67). 

Regarding claim 6, the combination of Kawano and Menezes teaches wherein 
at least one of the first key and the second key is implemented in the form of a 
computer program (Kawano, column 9, lines 1-67, column 10, lines 1-67). 

Regarding claim 10, the combination of Kawano and Menezes teaches wherein 
the programming unit and the control unit each includes an electronic computing unit 
and a memory module that are linked together by a data bus (Kawano, column 16, lines 
1-67, column 17, lines 1-67, figure 12). 

Regarding claim 12, the combination of Kawano and Menezes teaches wherein 
the computing unit includes an electronic computing unit in a programming unit 
(Kawano, column 16, lines 1-67, column 17, lines 1-67, figure 12). 
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Regarding claim 14, the combination of Kawano and Menezes teaches wherein 
the computing unit includes an electronic computing unit in a control unit (Kawano, 
column 16, lines 1-67, column 17, lines 1-67, figure 12). 

19. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kawano and Menezes, and further in view of Nohda (US Patent Number: 
6,215,875). 

Regarding claim 5, the combination of Kawano and Menezes does not disclose 
expressly wherein at least one of the first key and the second key is implemented in an 
electronic circuit. However, Nohda teach implementing a key in an electronic circuit 
(column 7, lines 5-30). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to implement at least one key using an 
electronic circuit. One of ordinary skill in the art would have been motivated to do so 
because at the time the invention was made it was well known in the art to implement 
ciphering algorithms using hardware (Nohda, column 2, lines 10-50). 

Conclusion 

20. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

21 . A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
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mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

22. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David G. Cervetti whose telephone number is (571) 272- 
5861. The examiner can normally be reached on Monday-Friday 7:00 am - 5:00 pm, off 
on Wednesday. 

23. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on (571) 272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

24. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 
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